
 
 

 

APPENDIX I: Privacy Legislation 
Summaries 

 

n this appendix, readers will find a brief summary of various federal, 
provincial and territorial privacy statutes. It functions as a companion to 
chapter II, in that it includes a discussion of all of the various privacy 

statutes discussed in text. These summaries are not comprehensive, but 
rather seek to provide the reader with a very general understanding of the 
scope of these Acts and direct the reader to key provisions, which may be 
applicable to the cybersecurity of legal practices.  

I. TABLE 1: FEDERAL ACTS 

Act Commentary 

An Act to Promote 
the Efficiency and 

Adaptability of the 
Canadian Economy 
by Regulating 

Certain Activities 
that Discourage 

Reliance on 
Electronic Means of 
Carrying Out 

Commercial 
Activities, and to 
Amend the Canadian 

Radio-Television and 

This Act has relevance for our purposes as it 
overrules certain features of PIPEDA, which were 

discussed in the section concerning privacy legislation 
and provides a private cause of action with regards to 
certain actions prohibited by PIPEDA.317  The Act 

seeks to regulate the use of electronic messages in 
commercial settings318 and is perhaps most 

remarkable for its strict regulation of, and strong 
penalties relating to, unsolicited electronic marketing 
(i.e. spam).   

Section 47 of the Act creates a private right of 
action for a person who has been affected by a 
corporation’s breach of the anti-spam provisions found 

in sections 6-9. Section 47 also allows an action to be 

 
317  An Act to promote the efficiency and adaptability of the Canadian economy  supra note 191 s 2 

states: “In the event of a conflict between a provision of this Act and a provision of Part 
1 of [PIPEDA], the provision of this Act operates despite the provision of that Part, to 
the extent of the conflict.”  

318  Ibid at s 3. 

I 
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Telecommunications 
Commission Act, the 
Competition Act, the 

Personal Information 
Protection and 
Electronic 

Documents Act and 
the 

Telecommunications 
Act 

 

commenced when section 5 of PIPEDA is breached as 
described in sections 7.1(2) or (3) of PIPEDA.  Recall 
that section 5 of PIPEDA specifies that the obligations 

set out in the Model Code, Schedule 1, are to be 
complied with, and also contains the “reasonableness” 
provisions. Sections 7.1(2) and (3) of PIPEDA, which 

were not previously discussed in this work, establish 
certain exceptions to the Act’s consent requirements as 

laid out in section 7 of the Act. Section 7.1(2) specifies 
that these exceptions do not apply when an electronic 
address,319 including an email address, is collected by 

a computer program specifically designed or marketed 
primarily for the use of generating or searching and 
collecting such addresses. In short, the act does not 

provide the protections afforded by section 7.1 when 
organizations use computer software primarily 

designed to collect electronic addresses. Section 7.1(3) 
of the act specifies that the exceptions to the consent 
requirements do not apply when personal information 

is collected when a computer system is accessed in 
contravention of an Act of Parliament.320  

Returning to the private action found in this Act, 

this work will not fully discuss the rules of procedure 
as laid out in sections 48-50. However, a brief 

discussion of the potential remedies available to 
litigants is provided. Under section 51 of the Act, if 
“the court is satisfied” that one or more persons have 

contravened the Act, then the court has statutory 
authority to not only provide compensatory damages 
for losses, damages or expenses suffered by the 

applicant, but also impose additional fines, the 
maximum of which are not to exceed $1,000,000 for 

each day the contravention occurred.321  

Privacy Act  Belonging to a class of legislation found across 
all jurisdictions which governs the use of information 
held by the government, the federal Privacy Act will 

 
319  PIPEDA supra note 133 at s 7.1(1) defines an electronic address as “an address used in 

connection with (a) an electronic mail account; (b) an instant messaging account; or (c)  
any similar account.” 

320  Ibid at s 7.1(3).  

321  An Act to promote the efficiency and adaptability of the Canadian supra note 191, s 
51(1)(b)(vi). 
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only be touched on briefly as its scope is limited 
relative to PIPEDA.322 The Privacy Act applies only 
to the personal information323 held by “government 

institutions,” a complete list of which is found in 
schedule 1 of that Act. The Privacy Act, which is also 
the originating legislation of the Privacy 

Commissioner’s Office, imposes obligations on the 
collection,324 use,325 storage,326 disclosure327 and 

disposal328 of personal information by the Crown or 
its agents. Lawyers working for and with the federal 
Crown should be aware of these more specialized 

obligations, including the right to access this 
information.329  

II. TABLE 2: PROVINCIAL AND TERRITORIAL LEGISLATION: 
ALBERTA 

Title Commentary  

Personal Information 

Protection Act330 

This Act has been deemed “substantially similar” 
to PIPEDA and as such, pursuant to PIPEDA 
Regulations, organizations subject to this Act, “other 

than a federal work, undertaking or business,”331 are 
exempt from the provisions found in Part 1 of 

PIPEDA.  
As with PIPEDA, the stated purpose of this Act is 

to govern the collection, use and disclosure of 

 
322  Importantly, Privacy Act, supra note 190, s 53 allows governor in council to appoint a 

Privacy Commissioner.  
323  Note, the definition of personal information is more detailed in the Privacy Act than in 

PIPEDA. 
324  Privacy Act, supra note 190 s 4 & 5. 
325  Ibid s 7. 

326  Ibid ss 10 & 11 through personal information banks as well personal information index.  
327  Ibid s 8. 
328  Ibid s 6(3). 
329  Ibid, ss 13-18. 

330  Personal Information Protection Act, SA 2003, c P-6.5. 
331  SOR/2004-219, s 1. 
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personal information by organizations, seeking to 
balance the privacy interests of individuals and the 

reasonable needs of organizations.332 Unsurprisingly, 
the definition of “personal information” is the same in 
this Act as it is in PIPEDA, being “information about 

an identifiable individual.”333   
Also like PIPEDA, the Act imposes obligations 

upon organizations with regards to the personal 

information they control,334 including consent 

requirements,335 and limitations on the collection,336 

usage337 and disclosure338 of personal information. The 
Act also requires that organizations act in a reasonable 

manner in complying with the Act339 and that the 
collection, use and disclosure of personal information 

must also be reasonable. 
The Act also imposes obligations upon the 

holders of personal information to protect said 

 
332  Personal Information Protection Act, supra note 330 s 3: Purpose of AB Act is “to govern the 

collection, use and disclosure of personal information by organizations in a manner that 
recognizes both the right of an individual to have his or her personal information 
protected and the need of organizations to collect, use or disclose personal information 
for purposes that are reasonable.” 

333  Ibid, s 1(1)(K) - although it lacks the French term used in PIPEDA.    

334  Ibid, s 5(1): “An organization is responsible for personal information that is in its custody 
or under its control.” 

335  Ibid s 7(1): “Except where this Act provides otherwise, an organization shall not, with 
respect to personal information about an individual,   

(a)  collect that information unless the individual consents to the  collection of that 
information, 

(b)  collect that information from a source other than the  individual unless the individual 
consents to the collection of that information from the other source, 

(c)  use that information unless the individual consents to the use of that information, or 

(d)  disclose that information unless the individual consents to  the disclosure of that 
information.” 

336  Ibid, s 11(1) states that an “organization may collect personal information only for 
purposes that are reasonable,” which differs from PIPEDA at s 4 of Schedule 1.  

337  Ibid, s 16(1) – again reasonableness.  

338  Ibid, s 19(1) – again reasonableness.  
339  Ibid, s 5(5) 
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information “by making reasonable security 
arrangements against such risks as unauthorized 
access, collection, use, disclosure, copying, 

modification, disposal or destruction,”340 and to report 
any loss or unauthorized access of this information to 

the privacy commissioner where there exists a “real 

risk of significant harm.”341 The privacy commissioner 
may then require the organization to inform the 

affected individuals.342  
Despite the Act’s similarities to PIPEDA, there 

are two differences which need to be briefly 
mentioned. First, the Act applies to employment 
relationships within Alberta, and as such, there are 

specific provisions which deal with the collection, 
usage and disclosure of personal information by trade 

unions and employers.343 As such, the Act also 
provides protection for employees who comply with 

this legislation in good faith344 and/or report any 
potential contraventions of the Act to the privacy 

commissioner.345  
Under the Act’s remedial scheme, certain 

breaches of the Act’s provisions are offenses under the 

act346 and can result in fines of up to $10,000 for an 

individual and $100,000 for and organization.347 As 
with the federal Act, claims for damages can also be 
brought against an organization that breached its 

obligations under the Act.348 However, the Act 
provides legal protection for an organization against 

 
340  Ibid, s 34 

341  Ibid, s 34.1.    
342  Ibid, s 37.1; Note that reporting is not mandatory.   

343  Ibid, ss 14.1 & 15 (collection); Ibid at ss 17.1 & 18 (usage); Ibid at ss 20.1 & 21 
(disclosure). 

344  Ibid, ss 58(b) & (c).  
345  Ibid, s 58(a). 
346  Ibid, s 59(1). 

347  Ibid, ss 59(2) (a) & (b).  
348  Ibid, s 60(1). 
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any claim of damages resulting from “the disclosure of 
or failure to disclose, in good faith, all or part of a 
record or personal information under this Act, or any 

consequences of that disclosure or failure to 

disclose.”349 
Freedom of 

Information and 
Protection of Privacy 

Act350 

Belonging to a class of legislation found across all 

jurisdictions that governs the use of information held 
by the government, Alberta’s Freedom of Information 
and Protection of Privacy Act governs “records” held 

by public bodies in the province.351 The Act provides a 
statutory mechanism for requesting information held 

by the government and legislates when disclosure of 
information during a freedom of information request 

by a public body is not permissible.352  Additionally, 
the Act imposes obligations related to the 

collection,353 protection,354 use,355 and disclosure356 of 
“personal information” as defined in the Act.  Lawyers 
working on behalf of, or with, the Crown in Alberta 
should be aware of these requirements.  

Health Information 

Act357 

The Health Information Act, which has similar 

counterparts in most common-law provinces, governs 
the use of “health information” by healthcare 

providers. “Health information” is defined in the Act 

as “diagnostic, treatment and care information”358 or 

“registration information.”359 The Act aims to protect 

 
349  Ibid, s 57(a). See also Ibid at s 57(b).  
350  Freedom of Information and Protection of Privacy Act, RSA 2000, c F-25. 
351  See Ibid, ss 4(1)(a)-(u) for a long list of exceptions.  

352  Ibid, s 16(1) (business interests); Ibid at s 17(1) (personal privacy); Ibid at s 18 (public 
safety); Ibid at s 19 (employee/hiring evaluations); There are many more exceptions to 
disclosure.  

353  Ibid, ss 33-35, 37. 
354  Ibid, s 38. 

355  Ibid, s 39. 
356  Ibid, s 40.  
357  Health Information Act, RSA 2000, c H-5. 
358  Ibid, s 1(1)(k)(i). 

359  Ibid, s 1(1)(k)(ii); See also Alta Reg 70/2001, s 3 which details what registration 
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the privacy of individuals’ health information360 by 
providing rules relating to the collection, use and 

disclosure of health information361 by healthcare 
providers while ensuring that this information can also 
be shared so as to provide health services and manage 

the health system.362 The Act also provides a remedial 

structure for enforcing the obligations in this Act.363 
The Act imposes a duty upon healthcare providers, 
referred to as Custodians in the Act, to “take 

reasonable steps” to protect the confidentiality of 
health information and the privacy of individuals, 
including health information stored or used in a 

jurisdiction outside of Alberta.364 Legal practitioners 
whose work intersects with the provision of health 

services should be aware of the duties and obligations 
imposed by this Act.  

 

III. TABLE 3: PROVINCIAL AND TERRITORIAL LEGISLATION: 
BRITISH COLUMBIA 

Personal Information 

Protection Act365 

This Act has been deemed to be “substantially 
similar” to PIPEDA and as such, pursuant to PIPEDA 

Regulations, organizations subject to this Act, “other 

than a federal work, undertaking or business”366, are 
exempt from the provisions found in Part 1 of 
PIPEDA. There is considerable overlap between 
PIPEDA and this Act. As with PIPEDA, the stated 

 
information is.  

360  Health Information Act, supra note 357, s 2(a)  

361  Ibid, s 2(c); Collection is governed by ss 18-24; Use is governed by ss 25-30; Disclosure is 
governed by ss 31-56, including Division 3 – research purposes; See also Ibid at s 57. 

362  Ibid, s 2(b). 

363  Ibid, s 2(f); The Act’s remedial structure is centred around a Commissioner, whose 
powers are detailed in Part 7 of the Act.  

364  Ibid, s 60(1). 

365  Personal Information Protection Act, SBC 2003, c 63. 
366  SOR/2004-220, s 1. 
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purpose of this Act is to govern the collection, use and 
disclosure of personal information by organizations, 
seeking to balance the privacy interests of individuals 

and the reasonable needs of organizations.367 
Consequently, the Act imposes a general duty upon 

organizations to act reasonably in their compliance 

with the Act.368 
The definition of “personal information” is nearly 

the same in this Act as it is in PIPEDA, being 

“information about an identifiable individual.”369 
However, the BC Act’s definition of “personal 
information” specifically includes “employee personal 

information.”370 Like PIPEDA, the Act imposes 
obligations upon organizations with regards to the 

personal information they control,371 including consent 

 
367  Personal Information Protection Act, supra note 365, s 2 states: “The purpose of this Act 

is to govern the collection, use and disclosure of personal information by organizations 
in a manner that recognizes both the right of individuals to protect their pe rsonal 
information and the need of organizations to collect, use or disclose personal 
information for purposes that a reasonable person would consider appropriate in the 
circumstances.” 

368  Ibid, s 4(1) states: “In meeting its responsibilities under this Act, an organization must 
consider what a reasonable person would consider appropriate in the circumstances. ” 

369  Ibid, s 1.  

370  Ibid: "‘employee personal information’ means personal information about an individual 
that is collected, used or disclosed solely for the purposes reasonably required to 
establish, manage or terminate an employment relationship between the organization 
and that individual, but does not include personal information that is not about an 
individual's employment;" 

371  Ibid, s 4(2): “An organization is responsible for personal information under its control, 
including personal information that is not in the custody of the organization.”  



2021] CYBERSECURITY AND LAW FIRMS 97 
 

 

requirements,372 and limitations on the collection,373 

usage374 and disclosure375 of personal information.  

 
372  Ibid, s 6(1) states that an organization shall not (a) collect, (b) use or (c) disclose personal 

information except for where (2)(a) consent of the individual is given or (b) the Act 
authorizes collection without consent, or (c) the Act deems that consent has been given. 
Additionally, ss 7-9 govern specific issues surrounding consent, such as requirements 
before consent can be given, implied consent and the withdrawal of consent.   

373  Ibid, ss 10-13; s 10(1) details the information which organizations must disclose to 
individuals before they can collect their information, including the purpose of the  
collection. Failure to provide this information would appear to nullify any consent given 
by the individual per s 7(1)(a). s 10(2) deals with inter-organizational transfers of personal 
information without the consent of the individual, imposing an obligation upon the 
organization requesting the transfer to demonstrate that the collection is in compliance 
with the act. s 11 imposes a general duty of reasonableness upon the collection of 
personal information (that in which “a reasonable person would consider appropriate in 
the circumstances”) and requires the information to only be collected in furtherance of 
the objective disclosed under s 10. s 12 details the instances where consent is not 
required to collect personal information. There are several provisions under s 12 which 
are of interest, including (a) where the collection is in the interest of the individual but 
consent cannot be obtained “in a timely way”; (b) the collection is necessary for medical 
treatment of the individual and the individual is unab le to consent; (h) the collection is 
required or authorized by law; and (k) the information was collected for the purposes of 
providing legal services to a third party, and the information is necessary to provide those 
services. s 13 outlines specific instances where employers may be exempt from the 
consent requirement upon collection of information.  

374  Ibid, ss 14-16; s 14, structurally similar to s 11, imposes a general duty to use the personal 
information “only for purposes that a reasonable person would consider appropriate in 
the circumstances” and meets other requirements set out in the act. s 15 details the  
instances wherein personal information can be used without consent.  Although there is 
some overlap with the exceptions provided for collection under s 12, there are differences 
(e.g. as mentioned in the note above, s 12(b) allows for personal information to be 
collected when the collection is necessary for medical treatment an individual is unable 
to consent, while s 15(a) allows of the use of personal information when it is necessary 
for medical treatment and the individual does not have the legal capacity to give consent. 
Additionally, and perhaps most importantly, there is no equivalent of s 12(k), discussed 
above which allows for the collection of information for the purpose of providing legal 
services per s 15).  

375  Ibid, ss 17-22; s 17, structurally similar to ss 11 and 14, imposes a general duty to 
disclosure personal information “only for purposes that a reasonable person would 
consider are appropriate in the circumstances” and meets other requirements set out in 
the act. Similarly to ss 12 & 15, s 18 provides a list of exceptions whereby an organization 
can disclose personal information without consent (s  18(1)(a) is similar to ss 15(a) & 
12(a) as discussed above). For our purposes, s  18 provides exceptions for information 
compelled by warrants, court orders or subpoenas (s  18(1)(i)), disclosure to law 
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The Act also imposes obligations upon the holders 
of personal information to protect personal 
information in their custody “by making reasonable 

security arrangements to prevent unauthorized access, 
collection, use, disclosure, copying, modification or 

disposal or similar risks”376. This Act, however, does 
not appear to have the affirmative reporting duties as 
present in its Alberta counterpart or soon to be found 

in PIPEDA, but rather the Act appears to mirror the 
current schema found in PIPEDA. The Act is enforced 

by a Commissioner377 who has the authority to 
conduct investigations and audits regarding 

compliance with the Act,378 as well as initiate reviews 
following complaints regarding non-compliance with 

the Act.379 The Act also creates a number of offences 

related to non-compliance with its core provisions,380 
which can result in fines of up to $10,000 for an 

 
enforcement agencies concerning an offence to assist in an investigation (s  18(1)(j)). The 
Act also allows for disclosure of personal information without consent of the individual 
wherein “the disclosure is to a lawyer who is representing the organization” (s  18(1)(m)). 
s 19 details the obligations concerning disclosing employee personal info rmation. s 20 
concerns the transfer of personal information as a result of the sale of an organization 
or its assets. Finally, ss 21 & 22 deal with disclosure of personal information for research 
and archival purposes.  

376  Ibid, s 34. 

377  Ibid, s 1, "commissioner" means the commissioner appointed under s 37(1) or 39(1) of 
the Freedom of Information and Protection of Privacy Act. 

378  Ibid, s 36 details the general powers of the commissioner. S 36(1) states: “(a) whether a 
complaint is received or not, initiate investigations and audits to ensure compliance with 
any provision of this Act, if the commissioner is satisfied there are reasonable grounds 
to believe that an organization is not complying with this Act;” s 38 provides the  
commissioner with powers to conduct investigations, audits and inquiries, similar to 
those powers found in PIPEDA.   

379  Ibid, s 36(2) governs how the commissioner may investigate complaints made regarding 
non-compliance with the Act. S 46 of the Act allows the Commissioner to initiate a  
review after receiving a complaint. Under s 46 a complaint must have asked for access to 
information, or a correction to said information and may ask the commissioner to review 
the organizations failure to comply with specific provisions of the Act regard ing this.  

380  Ibid, s 56(1). 
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individual and $100,000 for an organization.381 As 
with the federal Act, claims for damages can also be 

brought against an organization that breached its 

obligations under the Act.382 
Finally, as mentioned above, this Act specifically 

concerns employee personal information, and as such, 
there are two specific whistleblower protection 
provisions in the Act which provide protection against 

retaliation for working within the scheme of the Act to 

report non-compliance.383  
Freedom of 

Information and 
Protection of Privacy 

Act384 

Belonging to a class of legislation found across all 

jurisdictions that governs the use of information held 
by the government, British Columbia’s Freedom of 
Information and Protection of Privacy Act governs 

“records” held by public bodies in the province.385 The 
Act provides a statutory mechanism for requesting 

information held by the government,386 and provides a 
series of exceptions whereby a head of a public body 

may refuse to disclose information,387 and instances 
where the head of the public body is obligated not to 

 
381  Ibid, s 56(2). 

382  Ibid, s 57. However, there exists a limitation that such actions under s s 57(1) & (2) only 
allow for a claim against organizations for “damages for actual harm” that was suffered 
as a result of the conduct.   There is no definition of “actual harm” in the act.   

383  Ibid, s 54 (employee provisions); Ibid, s 55 (general non-retaliation).  
384  Freedom of Information and Protection of Privacy Act, RSBC 1996, c 165. 

385  Ibid, s 1, record means, "books, documents, maps, drawings, photographs, letters, 
vouchers, papers and any other thing on which information is recorded or stored by 
graphic, electronic, mechanical or other means, but does not include a computer 
program or any other mechanism that produces records.” The Act includes a list of 
exceptions to which it does not apply, found at ss 3(1)(a)-(k).  

386  Ibid, s 4 provides a person with a right to request information from a public body 
including personal information, and s 6 imposes a duty upon the head of public bodies 
to assist applicants in their requests for information. s 5 details the mechanism by which 
this is to occur. s 7 provides the legislated timeline for responses, while s  8 concerns what 
must come in a response.  

387  Ibid, ss 13-20 (Division 2); E.g. s 13 concerns policy advice/recommendations, s 14 
concerns information subject to solicitor-client privilege, s 15 harmful to law 
enforcement.  
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disclose information.388 Additionally, the Act imposes 

obligations related to the collection,389 protection,390 

use,391 and disclosure392 of “personal information” as 
defined in schedule 1 of the Act. Lawyers working on 

behalf of, or with, the Crown in British Columbia 
should be aware of these requirements. 

E-Health (Personal 
Health Information 

Access and 
Protection of 

Privacy) Act393 

The E-Health (Personal Health Information 
Access and Protection of Privacy) Act, which has 

similar counterparts in most common-law provinces, 
governs databases, called health information banks, 
maintained by provincial healthcare bodies, which 

contain “personal health information.” “Personal 
health information” is defined in the Act as “recorded 
information about an identifiable individual that is 

related to the individual’s health or the provision of 

health services to the individual.”394 The Act creates a 
government mechanism (a designation order by the 
minister) which allows the minister to designate the 
purposes for which personal health information can be 

collected into health information banks395 and how 

that information can be used396 or disclosed,397 while 
proscribing any non-designated use of the health 

banks and their information.398 Legal practitioners 

 
388  Ibid, s 12 (cabinet or local public body confidences); Ibid, s 21 (harmful to business 

interests of a third party); Ibid, s 22 (harmful to personal privacy); Ibid, s 22.1 (relating to 
abortion services).  

389  Ibid, ss 26-27. 

390  Ibid, ss 30 & 30.1.  
391  Ibid, s 32. 
392  Ibid, ss 33-36. 
393  E-Health (Personal Health Information Access and Protection of Privacy) Act, SBC 2008, c 38. 

394  Ibid, s 1.  
395  Ibid, ss 3 & 4. 
396  Ibid, s 4 (use). 
397  Ibid, s 5.  

398  Ibid, s 21 states: “(1) Personal health information must not be collected into a health 
information bank or used in a health information bank for any purpose or in any manner 
other than in accordance with the designation order in respect of the health information 
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who practice in this field need to be aware of the 
obligations imposed by this statute.  

 

Privacy Act399 This Act makes it an actionable tort for “a person, 

wilfully and without a claim of right, to violate the 

privacy of another.”400  While this Act may not have 
direct relevance to the cybersecurity interests of law 
practices, the haphazard use of technology could 
potentially violate the privacy of another, exposing 

oneself to litigation.  

IV. TABLE 4: PROVINCIAL AND TERRITORIAL LEGISLATION: 
MANITOBA 

The Freedom of 

Information and 
Protection of Privacy 

Act401 

Belonging to a class of legislation found across 

all jurisdictions which governs the use of 
information held by the government, Manitoba’s 
Freedom of Information and Protection of Privacy 

Act governs “records” held by public bodies in the 

province.402 The Act provides a statutory 
mechanism for requesting information held by 

government bodies,403 and provides a series of 

 
bank. (2) Personal health information contained in a health information bank must not 
be disclosed for any purpose or in any manner other than (a) in accordance with the 
designation order in respect of the health information bank, or (b) as permitted under 
this Act.” 

399  Privacy Act, RSBC 1996, c 373. 

400  Ibid, s 1(1) [emphasis added]. It should be noted that this Act requires the violation of 
privacy to be “wilful.”  

401  The Freedom of Information and Protection of Privacy Act, SM 1997, c 50, CCSM c 
F175. 

402  Ibid, s 1(1), record is defined as “a record of information in any form, and includes 
information that is written, photographed, recorded or stored in any manner, on any 
storage medium or by any means including by graphic, electronic or mechanical means, 
but does not include electronic software or any mechanism that produces records. ” A 
list of the records exempted from this act’s scope can be found in s  4.  

403  Ibid, Part 2 and specifically ss 7-16 amount to a statutory mechanism whereby persons 
can request records from the government. These sections prescribe a means by which a 
person can request records, imposes an obligation upon the head of a public body to 
“make every reasonable effort” to  assist such an application (s 9) and outlines the 
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exceptions whereby a head of a public body may 

refuse to disclose information,404 as well as 
instances where the head of the public body is 

obligated not to disclose information.405   
The Act compels the head of a public body to 

refuse to disclose personal information406 if doing 
so would amount to an “unreasonable invasion of a 

third party’s privacy.”407 The Act further defines 

what would be “unreasonable”408 in that context, 

exceptions to this obligation,409 as well as a notice 
requirement in the event that personal information 

is disclosed.410 
Additionally, the Act imposes obligations 

related to the collection,411 protection,412 and use413 
of “personal information.” Lawyers working on 
behalf of, or with, the Crown in Manitoba should be 

aware of these requirements. 

Privacy Act414 This Act creates a tort, allowing a person to 
bring a claim for damages against a person “who 
substantially, unreasonably, and without claim of 

right, violates the privacy of another person.”415 

 
procedure and form by which such requests must be answered (including timelines).   

404  This includes, but is not limited to: s 23 (advice to a public body), s 24 (harmful to 
individual or public safety), s 27 (solicitor client privilege).  

405  This includes, but is not limited to: s 17 (disclosure harmful to a third party’s privacy), s 
18 (business interests, with an exception in the case of public interest at s 18(4)).  

406  Ibid, s 1(1), personal information means recorded information about an identifiable 
individual. The section contains many examples. 

407  Ibid, s 17(1). 
408  Ibid, ss 17(2) & 17(3).  
409  Ibid, s 17(4).  
410  Ibid, s 33(1). 

411  Ibid, ss 36-37.  
412  Ibid, s 41. 
413  Ibid, ss 42-48 (Division 3 of Part 2).  
414  Privacy Act, RSM 1987, c P125, CCSM c P125. 

415  Ibid, s 2(1). Note, unlike some other provincially created statutory torts concerning the  
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While this Act may not have direct relevance to the 
cybersecurity interests of law practices, the 
haphazard use of technology could potentially 

violate the privacy of another, exposing lawyers to 
potential litigation, especially considering that this 
tort does not require the violation to be brought 

about “wilfully” (as other provincial Acts do).   

The Personal Health 

Information Act416 

The Personal Health Information Act, which 
has similar counterparts in most common-law 

provinces, governs the use of “personal health 

information”417 by trustees418 in the healthcare 
system. The Act has several aims, including 

governing the collection,419 use,420 retention,421 and 

disclosure422 of personal health information, while 
attempting to balance the competing interests of an 
individual’s privacy and the need for health 

 
invasion of privacy (such as BC), this Act does not require the violation to be wilful.  Ibid, 
s 3 gives specific examples of breaches of privacy.  

416  The Personal Health Information Act, SM 1997, c 51, CCSM c P33.5. 

417  Ibid, s 1, personal health information  means “recorded information about an 
identifiable individual that relates to (a) the individual's health, or health care history, 
including genetic information about the individual, (b) the provision of health care to 
the individual, or (c) payment for health care provided to the individual, and includes 
(d) the PHIN and any other identifying number, symbol or particular assigned to an 
individual, and (e) any identifying information about the individual that is collected in 
the course of, and is incidental to, the provision of health care or payment for health 
care;” 

418  Ibid, s 1, trustee means “a health professional, health care facility, public body, or health 
services agency that collects or maintains personal health information.” 

419  Ibid, ss 13-15. 
420  Ibid, s 19.1 concerns the consent requirements when using or disclosing personal health  

information. s 20(1) imposes a general duty upon trustees to not use or disclose personal 
health information in a manner not authorized in the Act.  s 21 concerns specific 
restrictions on the use of this information.  

421  Ibid, s 17. 
422  Ibid, s 19.1 concerns the consent requirements when using or disclosing personal health 

information. s 20(1) imposes a general duty upon trustees to not use or disclose personal 
health information in a manner not authorized in the Act. s 22 concerns the manner in 
which personal health information can be disclosed, including instances where consent 
is not required.   
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practitioners to access said information in order to 
provide effective healthcare. The Act also provides 
individuals with the right and a mechanism to 

access their personal health information.423 The Act 
also imposes a general obligation upon trustees of 

personal health information to protect said 

information.424 

The Personal 

Investigations Act425 

The Personal Investigations Act governs the 
collection of information for the purposes of a 

personal investigation.426  The Act proscribes 
personal investigations without the consent of the 

subject427 and specifically outlaws the presence of 

certain forms of information428 in any personal 

report.429 The Act also forbids the sharing of 
information gained in the course of a personal 

investigation except under specific enumerated 

circumstances,430 outside of which is an offence 

under the Act.431  

 
423  Ibid, s 5(1); Ibid, ss 5-10 govern the process; Ibid, s 11 provides reasons why a trustee can 

refuse to disclose.  
424  Ibid, s 18(1) states: “In accordance with any requirements of the regulations, a trustee 

shall protect personal health information by adopting reasonable administrative, 
technical and physical safeguards that ensure the confidentiality, security, accuracy and 
integrity of the information.” s 18(2) imposes specific procedures to be followed by the 
Trustee.  

425  The Personal Investigations Act, RSM 1987, c P34, CCSM c P34. 

426 Ibid, s 1, personal identification means “any inquiry by any person to obtain factual or 
investigative information from any source other than the subject with a view to entering 
into or amending an agreement with the subject for credit, insurance, employment or 
tenancy, whether the information is transmitted immediately in a personal report or 
compiled in a personal file.” 

427  Ibid, s 3(1)(a); Ibid, s 3(1)(b) there exists an exception for government agencies conducting 
investigations related to the granting of denial of a “benefit,” although this still requires 
written notice be given.  

428  Ibid, s 4.  
429  Ibid, s 1, personal report means “any report, whether written or oral, of information 

obtained from others in the course of making a personal investigation.” 
430  Ibid, s 5. 
431  Ibid, s 19 outlines the penalties for failing to comply with the Act.  
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The Personal 
Information Protection 
and Identity Theft 

Prevention Act432 

This law received royal assent in 2013 but has 

yet to come into force.433This Act would appear to 
be similar in scope and subject matter to the federal 

PIPEDA,434 governing the collection, use and 

disclosure of personal information435 by 
organizations, seeking to balance the privacy rights 

of individuals against the needs of organizations.436  
Should this Act be proclaimed, there are two 

specific subsections of this Act that are relevant.  

First, section 4(5) of the Act specifically excludes 

any documents protected by legal privilege437 and 
specifically does not “limit or affect the collection, 

use or disclosure of information that is the subject 
of trust conditions or undertakings by which a 

lawyer is subject.”438 
Second, this Act also contains mandatory 

breach notification requirements. Section 34(2) of 

the Act will impose upon organizations an 
obligation to notify an individual “as soon as 

reasonably practicable and in the prescribed 
manner,” if their personal information has been 
“stolen, lost or accessed in an unauthorized 

manner.”439  The Act also provides a statutory cause 
of action, allowing for an individual to seek 

 
432  Bill 211, The Personal Information Protection and Identity Theft Prevention Act, 2nd Sess, 40th 

Leg, Manitoba, 2013. 
433  Ibid, s 45 specifies that the Act comes “into force on a day to be fixed by proclamation” 

which, at the time this was written has yet to happen.  
434  Provincial Legislation similar to PIPEDA, supra note 193.  

435  Bill 211supra note 432, s1, personal information means “information about an 
identifiable individual.” 

436  Ibid, s 3, states that the purpose of the act is “to govern the collection, use and disclosure 
of personal information by organizations in a manner that recognizes both the right of 
an individual to have his or her personal information protected and the need of 
organizations to collect, use or disclose personal information for purposes that are 
reasonable.” 

437  Ibid, s 4(5)(a). 

438  Ibid, s 4(5)(c). 
439  Ibid, s 34(2); Ibid, s 34(3) states exceptions to this rule.  
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damages from an organization for either a loss of 
their personal information, or the organization’s 

failure to notify them as required by the Act.440 

V. TABLE 5: PROVINCIAL AND TERRITORIAL LEGISLATION: 
NEW BRUNSWICK 

Right to Information 

and Protection of 

Privacy Act441 

Belonging to a class of legislation found across 

all jurisdictions which governs the use of 
information held by the government, New 
Brunswick’s Right to Information and Protection of 

Privacy Act concerns “records”442 and personal 

information443 held by public bodies444 in the 
province.   

The Act confers a right upon persons to access 
certain types of information (concerning the public 

business of a public body445 or themselves446) and 
provides a statutory mechanism for requesting this 

information.447 The Act also provides a series of 

 
440  Ibid, s 34(4).  
441  Right to Information and Protection of Privacy Act, SNB 2009, c R-10.6. 

442  Ibid, s 1, records mean “a record of information in any form, and includes information 
that is written, photographed, recorded or stored in any manner, on any storage medium 
or by any means, including by graphic, electronic or mechanical means, but does not 
include electronic software or any mechanism that produces records.” s 4 of the Act 
specifically enumerates the records which are excluded from this Act.  

443  Ibid, s 1, personal information means “recorded information about an identifiable 
individual,” with a number of examples.  

444  Ibid, s 1, public bodies means “(i) a department, secretariat or office of the Province of 
New Brunswick, including but not limited to those portions of the public service 
specified in Part I of the First Schedule of the Public Service Labour Relations Act, (ii) a 
government body, board, Crown corporation or commission listed under Part IV of the 
First Schedule of the Public Service Labour Relations Act, (iii) a government body, (iv) 
the office of a Minister of the Crown, or (v) a local public body.” The definition 
specifically excludes the office of a member of the Legislative Assembly,  the office of an 
officer of the Legislative Assembly and the NB Courts from the scope of this term.  

445  Ibid, s 7(2). 
446  Ibid. 

447  Ibid, ss 8-16 govern this, including a statutory duty imposed upon the head of a public 
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mandatory448 and discretionary449 exceptions 
whereby a head of a public body shall not disclose 

requested information.    
Additionally, the Act imposes obligations 

related to the collection,450 use and disclosure451 of 
personal information. Lawyers working on behalf 
of, or with, the Crown in New Brunswick should be 
aware of these restrictions. 

Personal Health 

Information Privacy 

and Access Act452 

New Brunswick’s Personal Health Information 

Privacy and Access Act has been deemed 
“substantially similar” to Part 1 of PIPEDA, and as 

such, any personal health information custodian 453 
to which this Act applies is exempt from PIPEDA 
with regards to their collection, use a nd disclosure 

of personal health information.454 The Act, which 

 
body to make every reasonable effort to assist applicants (s  9).  

448  Ibid,Division B (ss 17-22); Amongst this enumerated list is where the disclosure of this 
information would be an unreasonable invasion of a third party’s privacy (s  21(1)); s 
21(2) enumerates a series of situations which would be considered unreasonable.  s 34 
further imposes an obligation for the head of a public body give notice to a third party 
if they are considering disclosing information which “might” fall under the criteria of s 
21(1) or s 22’s third party interest.  

449  Ibid,Division C (ss 23-33), including legal privilege at s 27(1).  
450  Ibid, ss 37-38. 

451  Ibid, s 43 imposes a general duty upon public bodies to not use of disclose Personal 
information except for where authorized by the statute and that the information released 
be confined to a minimum amount of information necessary.  s 44 enumerates the  
situations where a public body may use of personal information. s 46 specifically 
enumerates situations where a public body may disclose personal information. s 47 
outlines a general statutory mechanism by which personal information can be used or 
disclosed in situations not previously enumerated in the Act.      

452  Personal Health Information Privacy and Access Act, SNB 2009, c P-7.05. [NB Personal 
Health Information Act] 

453  Ibid, s 1, custodian means “an individual or organization that collects, maintains or uses 
personal health information for the purpose of providing or assisting in the provision of 
health care or treatment or the planning and management of the health care system or 
delivering a government program or service.”  This definition includes a number of 
enumerated examples.  

454  Personal Health Information Custodians in New Brunswick Exemption Order, 
SOR/2011-265; 
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has similar counterparts in most common-law 

provinces, governs the collection,455 use,456 and 

disclosure457 of personal health information.458   
The Act also provides individuals with the right 

and a mechanism to access their personal health 

information.459 The Act also imposes a general 
obligation upon custodians of personal health 

information to protect said information,460 as well as 
affirmative duties to notify individuals and the 

Commissioner when said information is lost, stolen, 

improperly disposed of or disclosed.461 
Lawyers whose practice involves personal 

health information, while not being subject to the 
Act, will still likely need to be aware of its 

requirements and restrictions. 

VI. TABLE 6: PROVINCIAL AND TERRITORIAL LEGISLATION: 
NEWFOUNDLAND AND LABRADOR  

Personal Health 

Information Act462 

Newfoundland and Labrador’s Personal Health 

Information Act has been deemed “substantially 
similar” to Part 1 of PIPEDA, and as such, any 

 
 Ibid, s 1, personal health information means “identifying information about an 

individual in oral or recorded form” with 7 specific limiting conditions on that initial 
broad definition (a-g).  

455  NB Personal Health Information Act, supra note 454 at Part 4, Division A, ss 27-31. 
456  Ibid at Part 4 Division B, ss 32-34. 
457  Ibid at Part 4, Division C, ss35-47. 

458  A central feature of this Act is its consent requirements found in Part 3 (ss 17-26) for the 
collection, use and disclosure of personal health information. 

459  Ibid at Part 2, ss 7-14.   

460  Ibid, s 50(1) states: “in accordance with any requirements prescribed by the regulations, 
a custodian shall protect personal health information by adopting information practices 
that include reasonable administrative, technical and physical safeguards that ensure the 
confidentiality, security, accuracy and integrity of the information.”  

461  Ibid, s 49(1)(c); Ibid, s 49(2) provides situations where the notification requirements of s  
49(1)(c) does not apply.  

462  Personal Health Information Act, SNL 2008, c P-7.01. 
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personal health information custodian463 to which 
this Act applies is exempt from PIPEDA with 

regards to their collection, use and disclosure of 

personal health information.464 The Act, which has 
similar counterparts in most common-law 

provinces, governs the collection,465 use,466 and 

disclosure467 of personal health information.   
The Act also provides individuals with the right 

and a mechanism to access their personal health 

information.468  The Act also imposes a general 
obligation upon custodians of personal health 

information to protect said information,469 as well as 
affirmative duties to notify individuals when said 
information is lost, stolen, improperly disposed of 

or disclosed.470 

 
463  Ibid, s 4.   
464  Personal Health Information Custodians in Newfoundland and Labrador Exemption 

Order, SI/2012-72; Ibid, s 5.  

465  Personal Health Information Act, supra note 467 at Part IV, specifically ss 29-32; See also ss 
23-28. 

466  Ibid at Part IV, specifically ss 33-35; See also Ibid, ss 23-28. 
467  Ibid at Part IV, specifically ss 36-50; See also Ibid at ss 23-28. 

468  Ibid, s 52; Ibid, ss 53-64 set out the mechanism for access and correcting personal health 
information as well as the duties imposed upon custodians related to this mechanism.  

469  Ibid, s 13(1) establishes an obligation on custodians to establish and implement 
“information policies and procedures to facilitate the implementation of, and ensure 
compliance with, this Act and the regulations respecting the manner of collection, 
storage, transfer, copying, modification, use and disposition of personal information 
whether within or outside the province.” s 13(2) imposes further obligations, including 
(a) which requires that any procedures defined in s 13(1) protect the confidentiality of 
personal health information, and the privacy of the individual. s 13(3) of the Act requires 
that the policies and procedures referenced in s 13(1) also “shall include appropriate 
measures to address the risks associated with the storage of personal health information.” 
s 15(1) also imposes a general obligation for custodians to “take steps that are reasonable” 
so as to (a) protect personal health information from loss, theft and unauthorized use or 
disclosure, or (b) to prevent unauthorized copying or modification.    

470  Ibid, s 15(3) sets out this requirement, while s 15(7) provides exceptions where such 
notice is not required. Additionally, s  15(4) requires a custodian to inform the  
commissioner if there has been a “material breach,” as defined in the regulations.   



 ASPER REVIEW [VOL. XXI 110 

Lawyers whose practice involves handling 
personal health information, while not being subject 
to the Act, will likely still need to be aware of its 

requirements and restrictions.  

Access to Information 
and Protection of 

Privacy Act, 2015471 

Belonging to a class of legislation found across 
all jurisdictions which governs the use of 
information held by the government, Newfoundland 

and Labrador’s Access to Information and 
Protection of Privacy Act, 2015  concerns 

“records”472 and personal information473 held by 

public bodies474 in the province.475   
The Act confers a right upon a person to access 

records held by a public body, including personal 

information pertaining to that person,476 and 
provides a statutory mechanism for requesting this 

information.477 The Act also provides a series of 

mandatory478 and discretionary479 exceptions 

 
471  Access to Information and Protection of Privacy Act, 2015, SNL 2015, c A-1.2. 

472  Ibid, s 2(y), records mean “a record of information in any form, and includes a dataset, 
information that is machine readable, written, photographed, recorded or stored in any 
manner, but does not include a computer program or a mechanism that produced 
records on any storage medium;” 

473  Ibid, s 2(u), personal information means “recorded information about an identifiable 
individual.” The Act then lists a number of examples.  

474  A list of “public bodies” is enumerated in s  2(x) of the Act and those designated in the  
Act’s regulations or Schedule B.  

475  Ibid, s 5 specifically enumerates those records which are not to  be protected by this Act.  

476  Ibid, s 8(1) defines the right, while ss 8(2) & (3) provide some initial restrictions.  
477 Ibid, ss 11-26 outline this mechanism. Divisions 3 & 4, ss 42-60 detail the appeal 

mechanism for such requests.  
478  Ibid, ss 33(2), 34(2), 39-41. S 40 imposes a duty upon the head of a public body to refuse 

to disclose personal information “where the disclosure would be an unreasonable 
invasion of a third party's personal privacy,” and the remaining sections of s 40 provides 
guidance for what could be considered unreasonable for the purposes of the section.  

479  Ibid, ss 28-32, 34(1), 35(1), 36-38. Additionally, s 9 provides an exception where the head 
of a public body is not entitled to utilize their discretionary exceptions specifically 
enumerated in s 9(2) to not release information if “it is clearly demonstrated that the 
public interest in disclosure of the information outweighs the reason for the exception.”   
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whereby a head of a public body shall not disclose 
requested information.  

Additionally, the Act imposes obligations 

related to the collection,480 protection,481 use482 and 

disclosure483 of personal information. Lawyers 
working on behalf of, or with, the Crown in 
Newfoundland & Labrador should be aware of 
these restrictions. 

Privacy Act484 This Act makes it an actionable tort for “a 

person, wilfully and without a claim of right, to 

violate the privacy of an individual.”485 The Act 
also enumerates a specific set of situations or 
actions which, when they occur without consent, 

can be said to be proof of a violation of privacy.486 
While this Act may not have a direct relevance to 
the cybersecurity interests of law practices, the 

haphazard use of technology could potentially 
violate the privacy of another, exposing lawyers to 
litigation. 

VII. TABLE 7: PROVINCIAL AND TERRITORIAL LEGISLATION: 
NOVA SCOTIA 

Freedom of 
Information and 

Belonging to a class of legislation found across 
all jurisdictions which governs the use of 

 
480  Ibid, ss 61-62. 

481  Ibid, s 64 imposes a duty upon the head of a public body to “take steps that are reasonable 
in the circumstances to ensure that (a) personal information in its custody or control is 
protected against theft, loss and unauthorized collection, access, use or disclosure.” 

482  Ibid, ss 66-67. 

483  Ibid, ss 68-72. 
484  Privacy Act, RSNL 1990, c P-22. 

485  Ibid, s 3(1); Ibid, s 3(2) states: “The nature and degree of privacy to which an individual 
is entitled in a situation or in relation to a matter is that which is reasonable in the  
circumstances, regard being given to the lawful interests of others ; and in determining 
whether the act or conduct of a person constitutes a violation of the privacy of an 
individual, regard shall be given to the nature, incidence, and occasion of the act or 
conduct and to the relationship, whether domestic or other, between the parties.” 

486  Ibid, s 4.  
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Protection of Privacy 

Act487 

information held by the government, Nova Scotia’s 
Freedom of Information and Protection of Privacy 

Act concerns “records”488 and personal 

information489 held by public bodies490 in the 

province.491    
The Act confers a right upon a person to access 

records held by a public body,492 and provides a 
statutory mechanism for requesting this 

information.493 The Act also provides a series of 

mandatory494 and discretionary495 exceptions 
whereby a head of a public body shall not disclose 

requested information.  
Additionally, the Act imposes obligations 

related to the collection,496 protection,497 use498 and 

disclosure499 of personal information. Lawyers 

 
487  Freedom of Information and Protection of Privacy Act, SNS 1993, c 5.   

488  Ibid, s 3(k), records “includes books, documents, maps, drawings, photographs, letters, 
vouchers, papers and any other thing on which information is recorded or stored by 
graphic, electronic, mechanical or other means, but does not include a computer 
program or any other mechanism that produces records.” 

489  Ibid, s 3(i), personal information means “recorded information about an identifiable 
individual” The Act then lists a number of enumerated examples.  

490  Ibid, s 3(j), public bodies includes bodies designated by order in council and enumerated 
in the Act’s Schedule.  

491  Ibid, s 4(1) stipulates that the Act applies to all records in the custody or control of a 
public body, while s 4(2) provides a list of enumerated exceptions.  

492  Ibid, s 5(1) provides this right, with s 2 specifying limitations.  
493  Ibid, ss 6-11, 22-23 provides the statutory mechanism by which access must be given.  

494  Ibid, ss 20-21. 
495  Ibid, ss 12-19. 
496  Ibid, s 24. 

497  Ibid, s 24(3) states: “The head of the public body shall protect personal information by 
making reasonable security arrangements against such risks as unauthorized access, 
collection, use, disclosure or disposal.” 

498  Ibid, ss 26 & 28. 
499  Ibid, ss 27, 29-31. 
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working on behalf of, or with, the Crown in Nova 
Scotia should be aware of these restrictions. 

Personal Information 
International 

Disclosure Protection 

Act500 

This Act requires that a public body or service 

provider501 ensure that any personal information502 
in their custody be stored and accessed only in 

Canada;503 the Act then prescribes a number of 

situations where this restriction can be avoided.504 
The Act also imposes restrictions on the disclosure 

of personal information outside of Canada,505 as 
well as requirements for how public bodies and 

providers are to deal with foreign demands for 

disclosure.506  

Privacy Review Officer 

Act507 

This Act creates a Privacy Review Officer, akin 
to the privacy commissioners in other jurisdictions, 

and enumerates their powers.508  

Personal Health 

Information Act509 

The Personal Health Information Act, which 
has similar counterparts in most common-law 

provinces, governs the use of “personal health 

information”510 by custodians511 of the healthcare 

 
500  Personal Information International Disclosure Protection Act, SNS 2006, c 3, s 43. 
501  Ibid, s 2(g), service provider means “a person who (i) is retained under a contract to 

perform services for a public body, and (ii) in the course of performance of the services, 
uses, discloses, manages, stores or accesses personal information in the custody or under 
the control of a public body.” 

502  Ibid, s 2(2) states: “words and expressions have the same meaning as in the Freedom of 
Information and Protection of Privacy Act.”  

503  Ibid, s 5(1).   

504  Ibid, ss 5(1)(a)-(4). 
505  Ibid, s 9; Ibid at s 9(1) only allows information to be disclosed as permitted in the Act; 

Ibid at ss 9(2)-(4) gives examples of when information may be disclosed outside of 
Canada.  

506  Ibid, s 6. 
507  Privacy Review Officer Act, SNS 2008, c 42, s 1. 
508  Ibid, ss 5-6. 
509  Personal Health Information Act, SNS 2010, c 41. 

510  Ibid, s 3(r).  
511  Ibid, s 3(f).  
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system. The Act has several aims, including 

governing the collection,512 use,513 retention,514 and 

disclosure515 of personal health information, while 
attempting to balance the competing interests of an 
individual’s privacy and the need for health 

practitioners to access said information in order to 

provide effective healthcare.516 The Act also 

provides individuals with the right517 and a 
mechanism to access their personal health 

information.518 The Act also imposes obligations 
upon custodians of personal health information to 

protect said information,519 and to notify individuals 

when there is a breach of said information.520 
Lawyers whose practice involves personal health 

information, while not being subject to the Act, will 

 
512  Ibid, ss 30-32; Also subject to consent requirements set out in ss  11-29. 

513  Ibid, ss 33-34. Also subject to consent requirements set out in ss  11-29, but with 
exceptions enumerated in s 35(1).  

514  Ibid, s 47. 

515  Ibid, ss 36-37. Also subject to consent requirements set out in ss  11-29, but with 
exceptions enumerated in ss 38-44. 

516  Ibid, s 2 states: “The purpose of this Act is to govern the collection, use, disclosure, 
retention, disposal and destruction of personal health information in a manner that 
recognizes both the right of individuals to protect their personal health information and 
the need of custodians to collect, use and disclose personal health information to 
provide, support and manage health care.” 

517  Ibid, s 71. 

518  Ibid, ss 75-84; Ibid at ss 85-90 outline the process for requesting corrections; Ibid, ss 91-
103 outline the appeals process.   

519  Ibid, ss 61-66 impose a number of obligations upon custodians with regards to protecting 
the information in their custody. Amongst them are s  61, a duty to protect the 
confidentiality of health information and the privacy of the individuals who are subject 
of that information and s 62 which impose duties regarding information practices which 
are (b) reasonable and (c) ensure that PHI is protected against (i) theft or loss and (ii) 
unauthorized access, use or disclosure.    

520  Ibid, s 69 details a general duty to notify individuals whose personal health information 
has been stolen, lost or subject to authorized access if there is a “potential for harm or 
embarrassment to the individual.” s 70 details instances where there is no need to notify.   
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still likely need to be aware of its requirements and 
restrictions. 

VIII. TABLE 8: PROVINCIAL AND TERRITORIAL LEGISLATION: 
ONTARIO 

Freedom of 
Information and 
Protection of 

Privacy Act521 

Belonging to a class of legislation found across all 
jurisdictions which governs the use of information held 
by the government, Ontario’s Freedom of Information 

and Protection of Privacy Act concerns “records”522 and 

personal information523 held by institutions524 in the 
province. 

The Act confers a right upon a person to access 

records held by a public body525, and provides a statutory 

mechanism for requesting this information.526 The Act 

also provides a series of mandatory527 and 

discretionary528 exceptions whereby a head of a public 
body shall not disclose requested information.  

 
521  Freedom of Information and Protection of Privacy Act, RSO 1990, c F.31. 

522  Ibid, s 2, records means “any record of information however recorded, whether in printed 
form, on film, by electronic means or otherwise ,” and the Act enumerates a number of 
examples.  

523  Ibid, s 2, personal information means “recorded information about an identifiable 
individual.” The Act then lists a number of enumerated examples.  

524  Ibid, s 2, institutions means Legislative Assembly, the ministries of the government of 
Ontario, a service provider, as defined in the Ministry of Government Services Act, a 
hospital, and also those bodies designated by the regulations ; RRO 1990, Reg 460, s 1(1) 
expands this list of institutions to include more than 157 enumerated examples listed in 
Schedule 1 of the regulation.  

525  Freedom of Information and Protection of Privacy Act, supra note 523, s 10.(1) grants the right, 
subject to exceptions.  

526  Ibid, ss 11, 24-30, Part IV of the Act deals with appeals.  

527  Ibid, ss 12(1), 17, 21. 
528  Ibid, ss 13, 14-17, 18-20, 21.1-23. 
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Additionally, the Act imposes obligations related to 

the collection,529 storage,530 use531 and disclosure532 of 
personal information. Lawyers working on behalf of, or 
with, the Crown in Ontario should be aware of these 
restrictions. 

Municipal 

Freedom of 
Information and 
Protection of 

Privacy Act533 

Similar in scope to the above-mentioned Freedom of 

Information and Protection of Privacy Act of Ontario, 
the Municipal Freedom of Information and Protection of 
Privacy Act concerns records and personal 

information534 held by municipalities, enumerated 

municipal agencies and services,535 and other bodies 

enumerated in the regulations.536 As with the many of the 
previous Acts, this Act provides a right to, and a 

mechanism by which persons can, request information 

held by these institutions,537 as well as imposing 

obligations regarding the collection,538 use539 and 

disclosure540 of personal information by these municipal 
bodies.  

Personal Health 
Information 

Ontario’s Personal Health Information Protection 
Act, 2004, has been deemed “substantially similar” to 
Part 1 of PIPEDA, and as such, any personal health 

information custodian to whom this Act applies is 

 
529  Ibid, ss 38(2)-39. 

530  Ibid, s 44 requires that all information be kept in personal information banks. RRO 
1990, Reg 460, s 4(1) outlines a duty to be imposed.  

531  Freedom of Information and Protection of Privacy Act, supra note 523, ss 41, 43.  
532  Ibid, ss 41-43.  

533  Municipal Freedom of Information and Protection of Privacy Act, RSO 1990, c M.56.  
534  Ibid, s 2.  
535  Ibid, s 2(b). 
536  Municipal Freedom of Information and Protection of Privacy Act Regulations, O Reg 372/91. 

537  Municipal Freedom of Information and Protection of Privacy Act, supra note 535, ss 
4.(1), 17-23. 

538  Ibid, ss 28-29. 

539  Ibid, ss 31 & 33. 
540  Ibid, ss 32 & 33. 
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Protection Act, 

2004541 

exempt from PIPEDA with regards to their collection, 

use and disclosure of personal health information.542    
The Act, which has similar counterparts in most 

common-law provinces, governs the use of “personal 

health information”543 by health information 

custodians.544  
The Act has several aims, including governing the 

collection,545 use,546 and disclosure547 of personal health 
information, while attempting to balance the competing 

interests of an individual’s privacy and the need for 
health practitioners to access said information in order to 

provide effective healthcare.548 The Act also imposes 
obligations upon custodians of personal health 

information to protect said information,549 and to notify 

individuals when there is a breach of said information.550 

 
541  Personal Health Information Protection Act, 2004, SO 2004, c 3.  

542  Health Information Custodians in the Province of Ontario Exemption Order, 
SOR/2005-399, s1. 

543  Personal Health Information Protection Act, supra note 543 s 4, personal health 
information means identifying information about an individual if that information 
meets one of seven enumerated criteria ss 4(a)-(g).  

544  Ibid, s 3.  
545  Ibid, Part IV (specifically s 36); Subject to the Consent requirements of ss 18 -29.   
546  Ibid, Part IV (specifically s 37); Subject to the Consent requirements of ss 18-29. 
547  Ibid. Part IV (specifically s 38-50); Subject to the Consent requirements of ss 18 -29. 

548  Ibid, s 1(a) states that the purpose of the Act is “to establish rules for the collection, use 
and disclosure of personal health information about individuals that protect the 
confidentiality of that information and the privacy of individuals with respect to that 
information, while facilitating the effective provision of health care”. 

549  Ibid, s 12(1) states: “shall take steps that are reasonable in the circumstances to ensure 
that personal health information in the custodian’s custody or control is protected 
against theft, loss and unauthorized use or disclosure and to ensure that the records 
containing the information are protected against unauthorized copying, modification or 
disposal;” See also s 13.  

550  Ibid, s 12(2) states: “if personal health information about an individual that is in the 
custody or control of a health information custodian is stolen or lost or if it is used or 
disclosed without authority, the health information custodian shall, (a) notify the 
individual at the first reasonable opportunity of the theft or loss or of the unauthorized 
use or disclosure;” There exists an exception for researcher’s whose data has been stolen 
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Lawyers whose practice involves personal health 
information, while not being subject to the Act, will still 
likely need to be aware of its requirements and 

restrictions. 

IX. TABLE 9: PROVINCIAL AND TERRITORIAL LEGISLATION: 
PRINCE EDWARD ISLAND 

Freedom of 
Information and 
Protection of 
Privacy Act551 

Belonging to a class of legislation found across all 
jurisdictions which governs the use of information held by 
the government, Prince Edward Island’s Freedom of 
Information and Protection of Privacy Act concerns 
“records”552 and personal information553  held by public 
bodies554 in the province.  

The Act confers a right upon a person to access records 
held by a public body,555 and provides a statutory 
mechanism for requesting this information.556  The Act 
also provides a series of mandatory and discretionary 
exceptions whereby a head of a public body shall not 
disclose requested information.557  

 
if it was acquired with consent s 12(4).  

551  Freedom of Information and Protection of Privacy Act, RSPEI 1988, c F-15.01. 

552  Ibid, s 1(l).  
553  Ibid, s 1(i), personal information means “recorded information about an identifiable 

individual” and the Act provides a number of enumerated examples.  
554  Ibid, s 1(k).  
555  Ibid, s 6(1).  
556  Ibid, ss 7-13. 

557  Ibid at Division 2 (ss 14-27); Ibid, s 15(1) states: “shall refuse to disclose personal 
information to an applicant if the disclosure would be an unreasonable invasion of a 
third party’s personal privacy. “Additionally, there are government obligations to inform 
persons when their information has been disclosed.  
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Additionally, the Act imposes obligations related to the 
collection,558 storage,559 use560 and disclosure561 of 
personal information. Lawyers working on behalf of, or 
with, the Crown in Prince Edward Island should be aware 
of these restrictions. 

X. TABLE 10: PROVINCIAL AND TERRITORIAL LEGISLATION: 
QUEBEC 

An Act 
respecting the 

Protection of 
Personal 
Information in 

the Private 

Sector562 

This Act is deemed to be “substantially similar” to 
PIPEDA and as such, pursuant to PIPEDA Regulations, 

organizations subject to this Act, “other than a federal 
work, undertaking or business,” are exempt from the 

provisions found in Pa rt 1 of PIPEDA.563 It is therefore not 
surprising that there is considerable overlap between 
PIPEDA and this Act.  

The stated purpose of this Act is to govern the 
collection, storage, use and communication of personal 
information by persons engaging in enterprises as defined 

by the Civil Code.564  

 
558  Ibid, ss 31-32. 
559  Ibid, s 35. 
560  Ibid, ss 36 & 38. 

561  Ibid, ss 37-40. 
562  An Act respecting the Protection of Personal Information in the Private Sector,  CQLR c P39.1. 
563  Organizations in the Province of Quebec Exemption Order, SOR/2003-374. 

564  An Act respecting the Protection of Personal Information in the Private Sector, supra 
note 564, s 1, states: “The object of this Act is to establish, for the exercise of the rights 
conferred by articles 35 to 40 of the Civil Code [Respect of Reputation and Privacy] 
concerning the protection of personal information, particular rules with respect to 
personal information relating to other persons which a person collects, holds, uses or 
communicates to third persons in the course of carrying on an enterprise within the  
meaning of article 1525 of the Civil Code.” Enterprise, as defined in article 1525 of the 
Civil Code is “The carrying on by one or more persons of an organized economic activity, 
whether or not it is commercial in nature, consisting of producing, administering or 
alienating property, or providing a service, constitutes the operation of an enterprise.” 
Personal Information as defined in s 2 of the Act means “any information which relates 
to a natural person and allows that person to be identified.”  
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Like PIPEDA, the Act imposes obligations upon 
persons carrying on an enterprise with regards to the 
personal information they control, including consent 

requirements565 and limitations on the collection,566 

usage567 and communication568 of personal information, 
including restrictions on the circumstances in which said 
personal information can be transferred outside of the 

province.569 The Act also provides individuals with a  right 
to review any personal information concerning them which 

is held by an enterprise.570 The Act also imposes 
obligations upon the holders of personal information to 
protect personal information in their custody by taking “the 

security measures necessary to ensure the protection of the 
personal information collected, used, communicated, kept 
or destroyed and that are reasonable given the sensitivity of 

the information, the purposes for which it is to be used, the 
quantity and distribution of the information and the 

medium on which it is stored.”571 In order to enforce these 
obligations, the Act contains a number of penal provisions, 
which impose fines upon individuals who fail to comply 

with the obligations set out in the Act.572 
Finally, the Act confers certain powers upon the 

Commission d’accès à l’information,573 including oversight 
authority and investigative powers regarding compliance 

with the Act574 and the ability to respond to requests and 
complaints regarding access to personal information held 

 
565  Ibid, ss 14-15. 
566  Ibid at Division II (ss 4-9).    
567  Ibid, ss 12-13.   

568  Ibid, ss 13, 18, 18.1 (an affirmative duty to communicate to prevent an act of violence), 
18.2.  

569  Ibid, s 17. 

570  Ibid, Division IV (ss 27-41). This division includes a mechanism and a number of 
exceptions. 

571  Ibid, s 10. 
572  Ibid, ss 91-93. 

573  Ibid, s 103. 
574  Ibid, ss 81-87. 
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by an enterprise; the Act provides an administrative 
process for such disputes, including rights of appeal to a 

judge of the Court of Québec.575  

An Act to 
Establish a 
Legal 

Framework for 
Information 

Technology576 

In their text on privacy legislation, McIsaac, Shields 
and Klein note that the aforementioned Act respecting the 
Protection of Personal Information in the Private Sector 

must be read alongside An Act to Establish a Legal 
Framework for Information Technology, due to the latter’s 
provisions regarding the “confidentiality of information 

found in technology based documents.”577 The most 
obvious of these provisions would be section 25 of this 

Act, which imposes an obligation upon the persons who 
control technology-based documents containing 
confidential information to take “appropriate security 

measures.”578 The Act also places restrictions on the use of 
biometrics, which may be relevant to cybersecurity 

measures contemplated by law firms. 

An Act 
respecting 
Access to 

Documents 
Held by Public 
Bodies and the 

Protection of 

Belonging to a class of legislation found across all 
jurisdictions which governs the use of information held by 
the government, Quebec’s An Act respecting Access to 

Documents Held by Public Bodies and the Protection of 
Personal Information concerns documents held by public 

bodies and professional orders580 in the province. 
The Act confers a right upon a person to access 

records held by a public body,581 including personal 

 
575  Ibid, ss 42-69. 
576  An Act to Establish a Legal Framework for Information Technology, CQLR, c C1.1. 

577  Barbara McIsaac, Rick Shields & Kris Klein, supra note 135 at 4.5.1. 
578  An Act to Establish a Legal Framework for Information Technology,  supra note 578, s 25, states: 

“The person responsible for access to a technology-based document containing 
confidential information must take appropriate security measures to protect its 
confidentiality, such as controlling access to the document by means of a restricted view 
technique, or any technique that prevents unauthorized persons from accessing such 
information or from otherwise accessing the document or the components providing 
access to the document.” 

580  Ibid, ss 1 & 1.1; The Act enumerates which institutions are to be considered public 
bodies for the purposes of ss 3-7, including the Government (s 3), municipal bodies (s 
5), school bodies (s 6), health and social service institutions (s 7), and a more general 
provision (s 4) concerning non-enumerated bodies. 

581  Ibid, s 8. 
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Personal 

Information579 

information concerning them held by the state,582 and 
provides a statutory mechanism for requesting this 

information.583 The Act also provides a series of mandatory 
and discretionary exceptions whereby a head of a public 

body shall not disclose requested information.584  
Additionally, the Act also imposes an obligation 

requiring that personal information be kept confidential, 

except in specific circumstances, such as where the 

information is public, or consent is given.585 Furthermore, 

the Act imposes obligations related to the collection,586 

storage,587 use588 and disclosure589 of personal information, 
including a general provision requiring a public body to 
take “the security measures necessary to ensure the 

protection” of said information.590 Lawyers working on 
behalf of, or with, the Crown in Quebec should be aware of 
these restrictions. 

Civil Code of 

Quebec 

The Civil Code of Quebec has a number of privacy-

related provisions which need to be addressed. Foremost 
amongst them is that under the Civil Code, a person has an 
unalienable right to the “respect of his name, reputation 

and privacy.”591 This right is expanded upon in later 

 
579  An Act respecting Access to Documents Held by Public Bodies and the Protection of 

Personal Information, CQLR, c A2.1. 
582  Ibid, Division IV (s 83). 
583  Ibid, ss 10-17; Ibid at Division III (ss 42-52.1); See also Ibid at ss 84-85, 94-102.1. 

584  Ibid, Division II (ss 18-24, 27, 28-41.3); See also ss 86-88.1. 
585  Ibid, ss 53 & 55; s 54 defines personal information. s 57 defines which personal 

information is “public information.”  
586  Ibid, ss 64-65. 
587  Ibid, Division III, concerning personal information files.  
588  Ibid, s 65.1. 
589  Ibid, ss 66-68.1. 

590  Ibid, s 63.1 states: “A public body must take the security measures necessary to ensure 
the protection of the personal information collected, used, released, kep t or destroyed 
and that are reasonable given the sensitivity of the information, the purposes for which 
it is to be used, the quantity and distribution of the information and the medium on 
which it is stored.” 

591  Civil Code of Quebec, SQ 1991, c 64, at Book 1, title 1, s3.  
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sections of the Code, which amongst other features, 
specifically proscribes violating the privacy of another 
individual without their consent, enumerates a number of 

examples of violations of privacy and imposes limitations 

upon the gathering of information about individuals.592 
These provisions are reflected in the Act respecting the 
Protection of Personal Information in the Private Sector, 
discussed above. 

XI. TABLE 11: PROVINCIAL AND TERRITORIAL LEGISLATION: 
SASKATCHEWAN 

Freedom of 
Information and 

Protection of 

Privacy Act593 

Belonging to a class of legislation found across all 
jurisdictions which governs the use of information held by 

the government, Saskatchewan’s Freedom of Information 

and Protection of Privacy Act concerns records594 held by 

government institutions595 in the province. 
The Act confers a right upon a person to access 

records held by a government institution,596 and provides a 

statutory mechanism for requesting this information.597 The 
Act also provides a series of mandatory and discretionary 
exceptions whereby a head of a government institution 

shall not disclose requested information.598   
Additionally, the Act imposes obligations related to 

the collection,599 use600 and disclosure601 of personal 

 
592  Ibid at Title 2, chapter 3, ss 35-41. 
593  Freedom of Information and Protection of Privacy Act, SS 1990-91, c F-22.01. 
594  Ibid, s 2.  
595  Ibid, s 2(2). 

596  Ibid, s 5.  
597  Ibid, ss 6-12. 

598  Ibid, ss 13-23; Additionally, the Act’s regulations detail other instances wherein 
disclosure is permitted, ss 14-18; The Freedom of Information and Protection of Privacy 
Regulations, RRS c F-22.01 Reg 1. 

599  Ibid, ss 25-26. 

600  Ibid, s 28. 
601  Ibid, s 29. 
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information602 by government institutions, and creates a 
summary offence for knowingly collecting, using or 

disclosing of personal information in contravention of the 

Act.603 Lawyers working on behalf of, or with, the Crown 
in Saskatchewan should be aware of these restrictions. 

The Health 

Information 
Protection 

Act604 

The Health Information Protection Act, which has 

similar counterparts in most common-law provinces, 

governs the use of “personal health information”605  by 

trustees606 in the healthcare system. The Act has several 

aims, including governing the collection,607 use,608 and 

disclosure609 of personal health information, while 
attempting to balance the competing interests of an 

individual’s privacy and the need for health practitioners to 
access said information in order to provide effective 

healthcare.610     
The Act also provides individuals with the right and a 

mechanism to access their personal health information.611  
The Act also imposes obligations upon custodians of 

 
602  Ibid, s 24(1) states: “personal information about an identifiable individual that is 

recorded in any form.” This section of the Act also enumerates a number of specific 
examples of what constitutes personal information and provides a number of exceptions.   

603  Ibid, s 68(1). 
604  The Health Information Protection Act, SS 1999, c h-0.021. 
605  Ibid, s 2(M). 

606  Ibid, s 2(t). 

607  Ibid at Part IV (specifically ss 23-25); Also subject to the consent requirements found in 
ss 5-7 of the Act.  

608  Ibid at Part IV (specifically ss 23, 26, 29, 30); Also subject to the consent requirements 
found in ss 5-7 of the Act. 

609  Ibid at Part IV (specifically ss 23, 27-30); Also subject to the consent requirements found 
in ss 5-7 of the Act; Additionally, s 10(1) requires that a trustee take “reasonable steps to 
ensure that the trustee is able to inform an individual about any disclosures… made 
without the individual’s consent.”  

610  The introductory paragraph of the Act.  

611  Ibid, s 12 gives a person the right to request access to any personal health information 
about themselves held by a trustee; Ibid at Part V (ss 31-40) outlines the statutory 
mechanism by which someone can access their personal health information; Ibid at Part 
VI concerns the appeals process for the processes outlined in Part V.  
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personal health information to protect said information,612 
and to notify individuals when there is a breach of said 

information.613 Lawyers whose practice involves personal 
health information, while not being strictly subject to the 
Act, will still likely need to be aware of its requirements 

and restrictions. 

The Privacy 

Act614 

This Act creates a tort actionable against a person who 
“wilfully and without claim of right” violates the  privacy of 

another person.615 The Act additionally enumerates a non-

exhaustive list of examples of privacy violations,616 as well 

as providing a number of defences against the tort.617 While 
this Act may not have direct relevance to the cybersecurity 
interests of law practices, the haphazard use of technology 

could potentially violate the privacy of another, exposing 
lawyers to litigation. 

XII. TABLE 12: PROVINCIAL AND TERRITORIAL LEGISLATION: 
NORTHWEST TERRITORIES 

Access to 
Information and 

Protection of 

Privacy Act618 

Belonging to a class of legislation found across all 
jurisdictions which governs the use of information held by 

the government, the Northwest Territories’ Access to 

 
612  Ibid at Part III specifically details the duties imposed upon trustees with regards to 

protecting personal information; Ibid, s 16 imposes a duty upon trustees to ensure that 
personal health information is protected from damage (s 16(b)(i)), loss (s 16(b)(ii)), or 
unauthorized access (s 16(b)(iii)).  

613  Ibid, s 10(1) requires that a trustee take all reasonable steps to ensure that it is able to 
inform an individual of any disclosures of their personal health informatio n made 
without their consent.   

614  The Privacy Act, RSS 1978, c P-24. 

615  Ibid, s 2 states: “It is a tort, actionable without proof of damage, for a person wilfully and 
without claim of right, to violate the privacy of another person.” 

616  Ibid, s 3; Ibid, s 6 prescribes considerations to be used in determining if there has been a 
violation of privacy.  

617  Ibid, s 4.  
618  Access to Information and Protection of Privacy Act, SNWT 1994, c 20. 
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Information and Protection of Privacy Act  concerns 

records619 held by public bodies620 in the territory.  
The Act confers a right upon a person to access 

records held by a public body,621 and provides a statutory 

mechanism for requesting this information.622 The Act also 
provides a series of mandatory and discretionary 
exceptions whereby a head of a public body shall not 

disclose requested information.623    
Additionally, the Act imposes obligations related to 

the collection,624 storage,625 use626 and disclosure627 of 

personal information628 by government institutions, and 
creates a summary offence for knowingly collecting, using 
or disclosing personal information in contravention of the 

Act.629 Lawyers working on behalf of, or with, the Crown 
in the Northwest Territories should be aware of these 
restrictions. 

 
619  Ibid, s 2; Ibid, s 3 specifically enumerates a number of records which are outside of the 

scope of this Act, including personal health information s (1)(b.1), or the personal notes 
made by someone acting in a judicial or quasi-judicial capacity s (1)(b) among other 
examples.  

620  Ibid, s 2.   
621  Ibid, s 5.  
622  Ibid at Part I (ss 6-12). 

623  Ibid at Part I, Division B; Ibid, ss 13-39 includes an appeals mechanism. Additionally, the 
Act imposes upon the head of a public body an obligation to provide notice to a third  
party whose privacy may be violated by a disclosure (s 26).    

624  Ibid, ss 40-41. 
625  Ibid, s 42 requires that the head of a public body protect personal information “by 

making reasonable security arrangements against such risks as unauthorized access, 
collection, use, disclosure or disposal.” 

626  Ibid, ss 43-45. 
627  Ibid, s 47-49.   

628  Ibid, s 2.  
629  Ibid, s 59.  
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Health 
Information 

Act630 

The Health Information Act belongs to the class of 
legislation found in most common-law jurisdictions in 
Canada which governs the use of “personal health 

information”631 by health information custodians.632. The 

Act has several aims, including governing the collection,633 

use,634 and disclosure635 of personal health information, 
while attempting to balance the competing interests of 

protecting a person’s personal health information and the 
need for healthcare practitioners to access said information 

in order to provide effective healthcare.636 
The Act also provides individuals with the right and a 

mechanism to access their personal health information.637 
The Act also imposes obligations upon custodians of 

personal health information to protect said information,638 
and to notify individuals when there is a breach of said 

information.639 Lawyers whose practice involves personal 

 
630  Health Information Act, SNWT 2014, c 2. 
631  Ibid, s 1.  
632  Ibid.  

633  Ibid, ss 27-33; Also subject to the consent requirements set out in ss 14 -24. Additionally, 
ss 67-83 concern the collection, use and disclosure of PHI for research purposes.  

634  Ibid, ss 27-28, 34-37; Also subject to the consent requirements set out in ss 14 -24. 
Additionally, ss 67-83 concern the collection, use and disclosure of PHI for research 
purposes.  

635  Ibid, ss 27-28, 38-66, 84; Also subject to the consent requirements set out in ss 14 -24.  
Additionally, ss 67-83 concern the collection, use and disclosure of PHI for research 
purposes. 

636  Ibid, s 2 states: “The purpose of this Act is to govern the collection, use, disclosure and 
protection of personal health information in a manner that recognizes both the right of 
individuals to access and protect their personal health info rmation and the need of 
health information custodians to collect, use and disclose personal health information 
to support, manage and provide health care.” 

637  Ibid at Part 5; s 94(1) confers the right.   

638  Ibid at s 85-86; s 86(2) states: “The measures under subsection (1) must include measures 
to address risks to confidentiality and privacy associated with electronic health records 
that are based on nationally or territorially recognized information technology security 
standards and processes that are appropriate for the high level of sensitivity of personal 
health information.”  

639  Ibid, s 87 imposes a duty upon a custodian to notify an individual “as soon as reasonably 
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health information, while not being strictly subject to the 
Act, will still likely need to be aware of its requirements 
and restrictions. 

XIII. TABLE 13: PROVINCIAL AND TERRITORIAL LEGISLATION: 
NUNAVUT  

Access to 
Information and 

Protection of 

Privacy Act640 

On the day Nunavut ceased to be part of the Northwest 

Territories and became a separate territory,641 the existing 
laws of the Northwest Territories were duplicated and 

became the laws of Nunavut.642 The Access to Information 
and Protection of Privacy Act was a Nunavut statute 
created in this manner, and therefore it closely resembles 

its NWT counterpart. 
The Act confers a right upon a person to access 

records643 held by a public body,644 and provides a 

statutory mechanism for requesting this information.645 
The Act also provides a series of mandatory and 

discretionary exceptions whereby a head of a public body 

shall not disclose requested information.646  

 
possible” if personal health information about that individuals has been (a) “used or 
disclosed other than as permitted by this Act; (b) lost or stolen; or (c) altered, destroyed 
or otherwise disposed of without authorization.”  

640  Access to Information and Protection of Privacy Act, supra note 620. 

641  April 1, 1999.  
642  Nunavut Act, SC 1993, c 28, s 29(1) states: “Subject to this Act, on the day that section 

3 comes into force, the ordinances of the Northwest Territories and the laws made under 
them that have been made, and not repealed, before that day are duplicated to the extent 
that they can apply in relation to Nunavut, with any modifications that the circumstances  
require. The duplicates are deemed to be laws of the Legislature and the laws made under 
them.”  

643  Access to Information and Protection of Privacy Act, supra note 620, s 2. 
644  Ibid, s 5 provides the right. Public body is defined in s 2.  
645  Ibid at Part I, ss 6-12.1. 

646  Ibid at Part I, Division B; See also Ibid, ss 13-39, including an appeals mechanism found 
in Division D; Additionally, the Act imposes upon the head of a public body an 
obligation to provide notice to a third party whose privacy may be violated by a disclosure 
(s 26).    
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Additionally, the Act imposes obligations related to 

the collection,647 storage,648 use649 and disclosure650 of 

personal information651 by government institutions, and 
creates a summary offence for knowingly collecting, using 
or disclosing personal information in contravention of the 

Act.652 Lawyers working on behalf of, or with, the Crown 
in Nunavut should be aware of these restrictions. 

XIV. TABLE 14: PROVINCIAL AND TERRITORIAL LEGISLATION: 
YUKON  

Access to 
Information 

and Protection 
of Privacy 

Act653 

Belonging to a class of legislation found across all 
jurisdictions which governs the use of information held by 

the government, Yukon’s Access to Information and 

Protection of Privacy Act concerns records654 held by public 

bodies655 in the territory.  
The Act confers a right upon a person to access records 

held by a public body,656 and provides a statutory mechanism 

for requesting this information.657 The Act also provides a 
series of mandatory and discretionary exceptions whereby a 

head of a public body shall not disclose requested 

information.658 

 
647  Ibid, ss 40-41. 

648  Ibid, s 42 requires that that the head of a public body protection personal information 
“by making reasonable security arrangements against such risks as unauthorized access, 
collection, use, disclosure or disposal.” 

649  Ibid, ss 43-45. 
650  Ibid, ss 47-49.   
651  Ibid, s 2.  
652  Ibid, s 59.  

653  Access to Information and Protection of Privacy Act, RSY 2002, c1. 
654  Ibid, s 3. 
655  Ibid, s 3. 
656  Ibid, s 5(1).   

657  Ibid at Part 2, specifically ss 6-14, 26(1)-27. 
658  Ibid, ss 15(1)-25(4), 28. 
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Additionally, the Act imposes obligations related to the 

collection,659 storage,660 use661 and disclosure662 of personal 

information663 by government institutions, and creates a 
summary offence for knowingly collecting, using or 
disclosing personal information in contravention of the 

Act.664 Lawyers working on behalf of, or with, the Crown in 
Yukon should be aware of these restrictions. 

 

 
659  Ibid, ss 29-30. 
660  Ibid, ss 33-34, specifically s 33 reads: “The public body must protect personal information 

by making reasonable security arrangements against such risks as accidental loss or 
alteration, and unauthorized access, collection, use, disclosure or disposal.” 

661  Ibid, s 35. 
662  Ibid, ss 36, 38, 39.  

663  Ibid, s 3.  
664  Ibid, s 67(1). 


